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Agenda

B Background on DOT’s A-123, Appendix A Program
B DOT’s Entity Level Control Approach and Activities
B Overview of DOT’s Internal Control Self-Assessment Tool

B Discussion and Questions



DOT’s A-123, Appendix A Program

M Key Players

® Internal Control Senior Assessment Team (ICSAT)
— Established in 2005 and meets monthly
— Senior Management Level oversight
— Varied program office representation with OIG advisory role
— Fostering ongoing awareness

— Providing recommendations and decisions

® Internal Control Work Group (ICWG)
— Established in 2005 and meets biweekly
— Designated Operating Administration (OA) staff with OIG advisory role

— Assists the ICSAT and handles day-to-day activities

® Contractor Support



DOT’s A-123, Appendix A Program

M Details

® Total of 14 Operating Administrations and the Enterprise Services Center
® DOT established a baseline by completing Implementation during 2006 — 2007

® In FYO08, ICSAT approved a three year assessment cycle and entity level focus areas to meet the
Circular requirement that key controls are tested at least once every three years

® 14 Key Business Processes
— Evaluated annually for Material Operating Administrations
— Each process evaluated on a 3-year cycle for all other OAs
— Restructured and streamlined business processes to support more efficient transaction level testing

— Focused transaction level testing on significant accounts and material and high risk transaction classes, not
broad business processes

® Received buy in from the Office of the Inspector General (OIG) and KPMG (FY 2008 financial
statement auditor)

® Evaluate controls:
— Process level evaluation
— Entity level evaluation

— Transaction level assessment



Internal Control Reliability Model

As the internal control program progresses into more mature reliability levels, the agency should gain efficiencies in testing and

monitoring functions and a return on their compliance investment

Reliability Characteristics
Level

Documentation is all inclusive and consistent

Formal communication to all employees and comprehensive training on infernal control
Commitment to continuous improvement of controls

Control procedures are formal and standardized

Real-time and automated control monitoring

5. Optimized

Documentation is comprehensive and consistent

Formal communication to all employees and co ehensive training on internal control
Control processes are considered part of busi rategy

Control procedures are formal and standardized

Routine and periodic monitoring is established policy

4. Integrated

Ample and consistent documentation

Formal communication t0 ai§east mid-management and some training
Controls are integral to bus\yess operations

Control procedures are I, but not standardized

Periodic monitoring is initiated

3. Enhanced

Sporadic and inconsistent documentation

Bdsicjwareness and understanding not communicated beyond management
Co Is are separate from business operations

C procedures are intuitive and repeatable

Monitoring capability is limited and inconsistent

Return on Compliance

2. Managed

Very limited documentation

Basic awareness and understanding

No perceived value

Ad hoc and unlinked control procedures
Very limited monitoring capabilities

1. Initiated



Entity Level Controls

B Internal control at the entity level refers to those elements of the five components of internal
control that have an overarching or pervasive effect on the Department:

® Control Environment

® Risk Assessment

® Control Activity

® Information and Communication

® Monitoring



DOT’s Approach to Evaluation of Entity Level Controls

M Evaluate those entity-level controls that are important to the conclusion about the
effectiveness of internal control over financial reporting

B Focus is on improving entity level controls not answering a question

B The evaluation of entity-level controls may result in increasing or decreasing the
testing that otherwise would have been performed on other controls

B As entity level controls are improved over time, detail transaction level testing
should become more efficient

B More in-depth evaluation of entity level controls to occur over 3 year cycle:
® 2009 — Risk Assessment and Control Activity
® 2010 — Information and Communication, Monitoring

® 2011 - Control Environment



DOT’s Approach to Evaluation of Entity Level Controls (Cont.)

B The Department’s OAs and the Enterprise Services Center
will update entity level Internal Control Self-Assessment
(ICSA) tool for non-focus areas and document entity level
focus area(s) annually

B The Internal Control Program Management Office will
validate selected questions and provide recommendations for
remediation and/or improvement

®Non-focus areas will be reviewed for completeness and
reasonableness

®Locus areas will be validated by inspection, observation and
inquiry



Entity Level ICSA Tool

B The Entity Level ICSA Tool is based on the Committee of Sponsoring
Organizations of the Treadway Commission (COSO) Internal Control
Framework and provides illustrative ways to accomplish financial reporting
control objectives in an effective and efficient manner

M The objective of the ICSA is to document and assess entity level internal control
over financial reporting; and also to provide agency management with clearly
defined descriptions of entity level control activities

M Incorporates 20 COSO principles across the 5 internal control components

B Each principle is comprised of illustrative attributes, control objectives and
sample control activity specific to entity level internal control over financial
reporting

B Each OA and the ESC is required to provide descriptions of the existing control
activity, application frequency, owner and supporting and/or cross referencing
documentation

B PMO will validate selected questions and provide recommendations for
remediation and/or improvement



ICSA Tool Data Elements

The first digit represents the sequential number of the principle and the second digit represents

PMO the attribute number

Attribute Reference
PMO Description of the attribute for the COSO principle

Control Objective PMO Description of the control objective of the attribute

The first two digits represent the attribute number and the third digit represents the sample

D control activity

Control Reference
Sample Control

Activity PMO Description of the sample illustrative control activity to meet the control objective

Existing Control

Activity OA/ESC Description of the existing control activity to meet the control objective

Describe the frequency the existing control activity is applied: Annually, Quarterly, Monthly, Bi-

Control Frequency OA/ESC weekly, Weekly or Daily
Process Owner OA/ESC z;c;\élr?sefjhe name and title of the individual who is responsible for the existing control activity
Supporting OA/ESC Provide title of specific corroborating documentation or other reference that substantiates the
Documentation existing control activity described
Whether a gap in the existing control activity was identified during the test of the control design or

(TP LS R operating effectiveness
Gap Reference PMO A sequential number assigned to each gap identified during the test of the control design or

P operating effectiveness
Gap Description PMO Ef(?zg;sgﬁgsgf the any gaps identified during the test of the control design or operating
ST ) D PMO Recommendation for remediating the identified gap or suggested improvements

Recommendation



Entity Level Activities

Activity

Revise and distribute ICSA Tool for designated focus area

Update, document and submit ICSA

Validate ICSA responses and follow up with OAs

Prepare and submit appropriate corrective actions

Prepare entity level summary report




Discussion
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Contact Information

Laurie Howard
Director of Financial Management
Department of Transportation

laurie.howard@dot.gov

(202) 366-2135

Jennifer Funk

Program Manager, Internal Controls
Department of Transportation
jennifer.funk@dot.gov

(202) 366-5628

12



	Overview of DOT’s Internal Control Program��OMB Circular A123, Appendix A�Evaluation of Internal Control at the Entity Level��Internal Control Self Assessment Overview
	Agenda
	DOT’s A-123, Appendix A Program
	DOT’s A-123, Appendix A Program
	Internal Control Reliability Model
	Entity Level Controls
	DOT’s Approach to Evaluation of Entity Level Controls
	DOT’s Approach to Evaluation of Entity Level Controls (Cont.)
	Entity Level ICSA Tool
	ICSA Tool Data Elements
	Entity Level Activities
	Discussion
	Contact Information


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness false
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /Warning
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /Warning
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /Warning
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting true
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName (U.S. Web Coated \(SWOP\) v2)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /ClipComplexRegions true
        /ConvertStrokesToOutlines false
        /ConvertTextToOutlines false
        /GradientResolution 300
        /LineArtTextResolution 1200
        /PresetName ([High Resolution])
        /PresetSelector /HighResolution
        /RasterVectorBalance 1
      >>
      /FormElements true
      /GenerateStructure true
      /IncludeBookmarks true
      /IncludeHyperlinks true
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /UseName
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


