DHS Internal Control Playbook and
Internal Control Audits in the Federal
Government

James Taylor, DHS Deputy Inspector General

Mike Wetklow, DHS Director OCFO Internal Control
Program Management Office

March 18, 2009




Objectives

Background on The Department of Homeland Security
Financial Accountability Act.

Management Perspectives on Internal Control Over Financial
Reporting and Operations.

Inspector General Perspectives on Internal Control Audits and
the American Recovery and Reinvestment Act.
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DHS Financial Accountability Act
Public Law 108-330

The DHS Financial Accountability Act requires:
CFO Confirmed by US Senate.

Secretary’s Assurance Statement on Internal Controls Over
Financial Reporting.

OIG Audit Opinion on Internal Controls Over Financial
Reporting.

Secretary shall design and implement Departmentwide
management controls
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Internal Control Results FY 2005
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DHS Internal Control Playbook

LS. Department of Homeland Securily

e Internal Controls Over
Department of Homeland Security Mission Fi n a n Ci aI Re po rti n g .

We will lead the unified national effort to secure Amenca. We will prevent and deter terronist attacks and protect agamst
and respend to threats and hazards to the Nation. We will secure our national borders while welcoming lawful
imnmgrants, visitors, and rade.

Internal Controls Over
Operations.

steengthen e
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Strengtaen and Unity LIHS Oparatians and Managemsnt CO nfo rm a n Ce With F i n a n Ci al

+ Coordinate Management's assessment of I[COFR. with the Independent M a n a g e m e n t S ySte m S

Aunditor to implement the Department’s first ever integrated internal
control and fimancial statement audit. .

+ Substantially remediate Federal Emergency Management Agency and R q t
Transportation Secunity Administration material weaknesses. e u I re m e n S "

+  Eliminate reportable conditions at Customs and Berder Protection,

Immugration and Customs Enforcement, Federal Law Enforcement

Training Center, and U. 5. Citizenship and Immigration Services.

Execute the U.S. Coast Guard’s Financial Strategy for Transformarion and

Audit Readiness.

Internal Control Over Operations (ICOOPs)

Support the implementation of the American Recovery and Reinvestment
Acet.

+ Continue to provide Senior Management Council oversight and enhance
audit follow-up functions.

+ Integrate internal control assessments across Component lines of business.

+  Sustain Jmproper Payments Information Aet compliance progress and

continue efforts to support the Federal Emergency Management Agency.

Conformance with Financial Management Systems

Requirements

Continue to integrate financial system security assessments through test of

operating effectiveness and meorporate results mto Plans of Actions and

Milestones.

+ Develop implementation approach for the Federal Financial Management
Improvement Act.

Department of Homeland Security Core Values
Duty | Respect | Innovation | Vigilance




Internal Control Assessment Plan FY 2009

Federal National Federal Law
Emergency Transportation Immigration &  U.S. Citizenship Protection and Enforcement (]
Internal Control Customs & Border Management Security Customs & Immigration Management Programs Science & Training ~ Operational
Component Protection US. Coast Guard ~ Agency Administration Enforcement Services  U.S. Secret Service  Directorate Directorate  Technology Center Offices

Financial Reporting
Fund Balance with

Treasury Management
Financial System

Budgetary Resources
Management

Property Management

Payment Management
Management
Revenue Management

Human Resources
Management

Security
Grants Management
Insurance

Legend

Corrective Corrective Planned Test of No Assessment

\ OmEI and Actions on Actions and Test Operating Work Planned

Material of Design Effectiveness

7 Security e

Condition

FIAR LI

I
al 'y

C j
*I'J"r .\IJ"




Account Risk Profiles

Fund Balance with Treasury

Balance as of September 30, 2008 - $63,157
(Dollars in millions)

FENA
$35,733 (66.6%)

St $3.730 (3.9%)
$203 (0.2%) ICE
$3,072 (4.9%)
MGA
$202 (0.5%) 52.110?%.33%)

USSS gst (0.9%) [ 763 (1.2%) \PPD

W1 @TH) §1,274 (2.0%)
MeT 54T
sk S120(19%)
Coverage Component
88,20, FEMA, CBP, TSA, ICE,
el USCIS, NPPD, S&T, MGT

*Identified by Independent Auditors'
Repoit as a Significant Deficiency
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Processes Impacted

Risk Level

Fund Balance with
Treasury Management

me ) =

Known Deficiencies Component
Material weakness USCG*

Reportable condition ICE

Processes Impacted Risk Level
Budgetary Resource

Management -E -
Known Deficiencies Component

None noted N/A

Processes Impacted Risk Level

Payment Management

) =

Known Deficiencies Component
Reportable condition ICE, USCIS
Processes Impacted Risk Level
Revenue Management -E' |
Known Deficiencies Component

None noted N/A

Mission Operations

Potential Impacts to
PERCV

Component Locations
Process Risks
Financial Reporting
Information Systems
Laws and Regulations

Mergers and
Consolidations

Use of Service
Organizations

Quantitative Materiality
Audit Findings



Benefits of Internal Control Audits

Performance Audits
CFO Council Study
DHS Financial Accountability Act Study
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Internal Control Audit

Phase A: Plan and Scope the ICOFR Audit

Coordinate with DHS Management’'s OMB A-123 Process and Assertion
Statement

Establish Control Criteria
Indentify and Plan Incremental Procedures

Phase B: Plan Incremental Internal Control Testing
Control Environment
Risk Assessment
Control Activities
Information and Communication
Monitoring

Phase C: Reporting

Reporting of Identified Deficiencies in Control
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Internal Control Over Operations

Phase 1 - Improve Department Governance and Performance
Phase 2 - Improve Component Governance and Performance

Phase 3 - Integrate Internal Control across DHS Programs and
Operations
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American Recovery & Reimnvestment Act

00y Information Sharing & Analysis ~ Prevention & Protection

Secretary Janet Napalitano™
J  U.S. Department of Homeland Security

The Economic Recovery Act of 2009

[ et e-rnal updates when this information changes

Overview of the American Recovery and Reinvestment Act of 2009

The Arnerican Recovery and Reinvestrment Act (ARRA) is an effort to jumpstart aur econorny,
create or save millions of jobs, and put & down payment on addressing longeneglected challenges
s our courtry can thrive in the 21st century, With much at stake, the Act provides for
unprecedented levels of transparency and accountability so that you will be able to know how,
when, and where your tax dollars are being spent. Spearheaded by & new Recovery Board, this Act

About the Department

Sections

Owveryiew of the American
Recovery and Reinvestment
Lt of 2009

Implemerting the Ametican
Recovery and Reinvestmert
At of 2009

Aoency Plans and Reports
Leatn mote hout our proceaims

containg buill-in measures to root out waste, inefiiciency, and unnecessary spending. See more af recovery. gov.

Implementing the American Recovery and Reinvestment Act of 2009

Projects supported by these funds will not only make the country safer and more secure, but they also will create new jobs,
and in some cases, save the jobs of men and women wha do the work of staying ahead of those who would seek to do us

havin

Open for Business

Preparedness & Response  Research  Commerce & Trade  Travel Security  Immigration

Press Room

Learn More

Vit Recovery.qoy

Fead the ful text of the Recovery
At

From the Press Room

Econotnic Recovery Money Wil
Create Jobs While Making Ametica
Sater

Ware Recovery News

Paze Tools
() print this page
(&3 Share this pae
() Email Updates
() subscribe to Feeds

More from Homeland
Security

Office of the Inspectar General

Related Resources

orants aov
Fed Biz Opns

Accountability Objectives:

Recovery funds are awarded and
distributed in a prompt, fair, and
reasonable manner;

The recipients and uses of all
recovery funds are transparent to the
public, and that the public benefits of
these funds are reported clearly,
accurately, and in a timely manner;

Recovery funds are used for
authorized purposes and every step
is taken to prevent instances of
fraud, waste, error, and abuse;

Projects funded under the recovery
legislation avoid unnecessary delays
and cost overruns; and,

Programs meet specific goals and
targets, and contribute to improved
performance on broad economic
indicators.



American Recovery & Reimnvestment Act

St. Elizabeths/DHS Headquarters
Consolidation:

$650 million ($200 million to DHS; $450 million to GSA)

U.S. Customs and Border Protection
(CBP):

$720 million for construction at land ports of entry
($300 million GSA; $420 million CBP)

$100 million for Non-Intrusive Inspection (NII)
technology

$100 million for border technology on the southwest
border

$60 million for tactical communications equipment and
radios

U.S. Immigration and Customs
Enforcement (ICE):

$20 million for ICE automation modernization and
tactical communications

Transportation Security Administration:

$1 billion for explosives detection systems and
checkpoint screening equipment
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U.S. Coast Guard:

$142 million for Alteration of Bridges program
$98 million for construction, which may include the following:
Shore facilities and aids to navigation facilities

Vessel repair/acquisition (includes High Endurance Cultter,
National Security Cutter)

Federal Emergency Management Agency:

$100 million for Emergency Food and Shelter Program
$150 million for transit and rail security grants

$150 million for port security grants, no non-federal match
required

$210 million for Assistance to Firefighter (AFG) grants for
firehouse construction; maximum grant is $15.0M

$5 million expansion in authority for FEMA Community Disaster
Loans

DHS Office of Inspector General:

$5 million to conduct related oversight and audits
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One Team, One Mission
Securing the Homeland
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2003-2008

Cne Team, One Mission
Securing the | bl
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